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PROTECTING YOUR COUNCIL, YOUR
RESIDENTS AND YOURSELF FROM
CYBERCRIME

Cyber Security Advisor - John Greenwood
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Cyber dependant crimes
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Cyber Enabled

* 'traditional crimes', which
can be increased in their
scale or efficiency by use
of computers / ICT

 Fraud / Credit card theft
« Investment Scams
« Romance Scams

Cyber Dependent

« Offences that can only be
committed using a
computer / ICT

« Malware (viruses,
ransomware)

» Hacking
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How to improve cyber security within your

charity - quickly, easily and at low cost

a part of GCHQ

* Provides a single point of
contact for individuals and
organisations of all sizes in g

relation to cyber security s id

Stay connected.
Stay Cyber Aware.
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https://www.ncsc.gov.uk/collection/small-business-guide
https://www.ncsc.gov.uk/cyberaware/home
https://www.ncsc.gov.uk/blog-post/ncsc-cyber-security-training-for-staff-now-available
https://www.ncsc.gov.uk/collection/charity/resources

Statistics...

UH CHRRITY TRENDS UH BUSINESS TRENDS
EXPERIENCE OF BREACHES OR ATTACHS EXPERIENCE OF BREACHES OR ATTACHS

of charities identified

mﬂsr:;;maﬁaﬁs | 2019 2018 46 l."l‘fn of businesses identified £35 230 is the average annual
0 cyber security breaches cost for businesses

thelast 12montns | 22% 19% or attacks in the last 12 OOO[)| o ion tate or pasets

{up from 2018)» v v manths 8 8 8 D after breaches

Among these 26%: .
Among these 46%:
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33% 22% 22%

lost staff time had staff stopped were attacked 32°% 27% 20%

dealing with from doing at least once were attacked at least once needed new measures lost staff time dealing
the breach day-to-day work aweek awesek (up from 2017) for future attacks with the breach




PSS NUMBER OF REPORTS REPORTED LOSSES
Norfolk

Use the following to filter the dashboard
elements to a specfic type of crime, crime code,

grouped category, region, Police Force, date or
. ®
trEF {: Ime Last updste: = few seconds ago Las updte: a few seconds ago St a t S
TOP 5 REPORTED CRIME CODES
( N N J

No Filter Selected 200

Grouped Crime Category

No Filter Selected

P e NUMBER OF REPORTS REPORTED LOSSES

PUEEH B PR EEEEE | Use the following to filter the dashboard
Norfolk elements to a spedfic typs crime code,

grouped category, , Police Force, date or
Filter by year MONTHLY REPORTING VOLUMES ype of victm. 4 : ; 0 2 I 1 5 8 M
f you hover over the dats points, the month will show
2020 ’ o

Manual data selector I Frﬂ | Ij
= RG]

Last updste: & few seconds ago Last update: & few seconds ago
TOP 5 REPORTED CRIME CODES

Mo Filter Selected

Type of Victim o . Grouped Crime Category

No Filter Selected

Start to filter data if no data is appearing
Region

Eastern

Police Force

MFIZ34 - Online Shopping and Auctions NFIB20 - None of the Above NFIBTH - Sther Advance Fee Frauds MFIESA - Cheque, Plastic Card and Online Bank Accounts (not MFIB3E - Computer Software Service Fraud

Norfolk

Last updte: & few seconds ago

MONTHLY REPORTING VOLUMES

f you hover over the data points, the month will show in the American date format currently. Use the slide bar st the tap of the chart to zoom in and out.

Filter by year

2020

Manual data selector

1/1/2020

12/31/2020

Type of Victim

305 204 310 253
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200 T T T T T T T T T T T 1

2P ¥ et et e w° & pod 52 o< @ o

Start to filter data if no data is sppearing
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Attackers / Attacks 2

* Cyber Criminals -
« Hacktivists %
« Terrorists — 8 (LoGIn_ )
Hackers % (oo )
—— CICTITD) —
Account Email
Compromise Compromise

=2

Malware Ransomware

\/ 3
00PS! L?COS? |
Insider Threats "'! =

Accidental Malicious Data Loss

Nation States
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* Phishing

* Account /email compromise
 Malware - ransomware

* |nsider threats
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SOCiaI eng i neering Phishing (s the main cause of breaches -
45% of all the reports to the ICO.qco. 2019

* Attackers attempt to trick users into doing 'the wrong
thing’

Phishing SMShing Vishing

& ®
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https://www.ncsc.gov.uk/report/weekly-threat-report-7th-february-2020

Phishing - general A=
o &

 Disquise themselves as a trustworthy entity

« Aim is to make the user click a bad link or give away sensitive
information

* Could contain legitimate links

* Image of text to trick filters

» Sense of urgency / threats

* Link to cloud documents

* Numbers can be spoofed

* Email addresses / web domains with typos are used
* Fake sites are used to harvest details
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Have you received a phishing email to
your email account this year?

p

In April (2020) Google (1.5 billion users) blocked 100 million
phishing emails per day, a fifth of which related to COVID-19. 8BC)
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https://www.bbc.co.uk/news/technology-52319093

Whaling

Could be from:
, o « compromised internal
* Targets high-level decision account |
makers Potentially followed up with call
Spear phishing
Targeted
- : Research Required
* Personalised to their ta g ets Personalised so more believable

Phishing

 Emails sent en masse
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Reel or Phish..

[Account-Deactivation]

Microsoft Fix <mx-59545445435@protection.office-365.com>

Tuesday, August 21, 2018 at 1:18 AM
Show Details

Office-365

Hi Sales

Your account of s s com will be disconnected from sending or receiving mails from other users. because you failed to resolve
errors on your mail.

You need to resolve the errors or your account will be disconnected from S com.
Follow the instruction below to resolve now.

RESOLVE ISSUE NOW

Regards,
Microsft Security Team

This notification was sent to st com of Microsoft.com,

POLICE

NORFOLK & SUFFOLK
working fogether for you

BS Signin to your account X <+

C © Notsecure | accountoffice.dynv6.net/

B Microsoft

Sign in

Email, phone, or Skype

No account? Create one!

Can t access your account?

g
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Reel or Phish.. <

[ N 1647 S OMm 0 B

< COVID Delete # uk-covid-19.webredirectorg @©

 GOV.UK :
@ URGENT: UKGOV has Issued

a payment of 458 GBP to all Home > Housoeandlocaliendces © CouncilTas

residents as part of its promise to

e o LTl TN Enter Your Post Code To
Apply for COVID-19
Relieve

NHS COVID-19 Relieve system.

Enter a postcode
Far example SWIA 244

POLICE @

NORFOLK & SUFFOLK
working Together for you N NSCYBER



ST ARP
Phishing — Tips for users

As of 31st January 2021 the number of reports received stand
at more than 4,500,000 with the removal of more than 30,000
scams and 55,000 URLs.

* forward to the Suspicious Ematil Reporting Service —
report@phishing.gov.uk

* JText messages can be reported by forwarding to 7726

g
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i3 Do you / your organisation reuse

- passwords?

[111111] m
v

qwerty

password [football]

m 123456

password

I Z

gwerty123
[ liverpool ]

l/

[1 q2w3e4r5t]
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i
Account compromise example —

BG*x*x*x) Credential Stuffing

NSCYBER



Have your details ever been in a data
breach?

(';-—have i been pwned?)

YO u Can Ch ECk US [ng Check if you have an account that has been compromised in a data breach
www.havetbeenpwned.com

Oh no — pwned!

Pwned on 10 breached sites and found 2 pastes (subscribe to search sensitive breaches)

65% of people reuse passwords across multiple sites.
(Google 2019)
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https://services.google.com/fh/files/blogs/google_security_infographic.pdf

PROTECT @

Top Tips QAvour emai [

Use strong, separate passwords

v THREE RANDOM WORDS - Then
add complexity, numbers and
special characters

*Use a password manager / save
passwords In browser

e Use two-factor authentication (2FA)

NSCYBER



2 Factor Authentication (aka multi-factor, 2FA)

ACCOUNT

Something Something — -
you know you have If both correct
et = iios T sonm then access
TreeChairFish67 " granted

571 208 — —

Cash Point
example

NSCYBER



Do your use 2FA for your email?

o 2

13% of people use the same password for all their accounts. (Google 2019)



https://services.google.com/fh/files/blogs/google_security_infographic.pdf

Malware - Malicious Software

 Software intentionally designed to cause
damage to a device / system

* There are many different types of malware

Can be triggered by opening a file, emalil
=< link or opening an attachment

g
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Ransomware

Aim: Financial gain
Target: Organisations/anyone

Locks files — targets file extensions

Can move across networks, connections and via Wi-Fi
Can sit dormant to ensure backups are compromised
Data can be extracted from network prior to attack

Requires payment to gain unlock key

NSCYBER




Do you backup important data
regularly?

Ransomware attacks in the UK increased by 80% in between August and
October 2020. (1TPro, Oct 2020)

PROTECTIVE SERVICES | CYBER, INTELLIGENCE AND SERIOUS CRIME



https://www.itpro.co.uk/security/ransomware/357353/uk-ransomware-attacks-increased-by-80-in-past-quarter

Ransomware Actions

* Make regular robust backups
* Prevent malware from getting on to your device

* Prevent malware from running on devices
 Disconnect any infected device from the network straight away
* Prepare for an incident

g
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Within your organisation do people
only have limited access to data?

-

Human error caused 90% of cyber data breaches in 2019 (CybSafe/ICO)
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https://www.cybsafe.com/press-releases/human-error-to-blame-for-9-in-10-uk-cyber-data-breaches-in-2019/

Inside Threats

Staff are an organisations biggest strength and greatest weakness

* Negligent
* Malicious
* Compromised

g
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Inside Threats Actions

* Training & awareness
* Encourage people to report anything suspicious.

* No blame culture - to encourage reporting of
accidental actions

e Limited access to data
e Use 2 factor authentication

g
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Cyber
Aware

More Top Tips

* Update your devices ‘
*Use anti-virus software
*Backup your most important data

- (set to auto update)

g
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Phone  Mobile  |nternet  Letter Box  Doorstep

1@ XX [}

Fraud

* COVID (vaccine, fines, payments) S0P
* [Investment Scams "CHALLENGE o
« Romance Scams PROTECT | Fﬂff

 Courier Fraud

* TV Licencing

* Council Tax reduction
 Tech support scams

ARE YOU SCAM-SAVVY?

53% of people over 65 have been targeted by scams @ o5 st o
Only 5% of scams are reported 1.-

(Friends Against Scams)

- &
L1 -~

NSCYBER
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https://takefive-stopfraud.org.uk/
https://quiz.takefive-stopfraud.org.uk/
https://www.friendsagainstscams.org.uk/

NS Cyber as a resource

* Deliver Cyber Protect message & training
* Signpost and offer general cyber support and advice

* Lego Decisions and Disruptions roleplaying game to
raise awareness of the importance of cyber security

ks Cyber Basics Review - in line with Cyber Essentials

kuSponsors for CiSP — (Cyber Security Information Sharing
Partnership) joint industry and government knowledge initiative

g
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https://www.cyberessentials.ncsc.gov.uk/
https://www.ncsc.gov.uk/section/keep-up-to-date/cisp

If you are a victim scon e
\we Acti
. ctionFraud
*Report to Action Fraud s s O iy G
*Keep copies of / photos of:
v'Logs (server / access / email) Inraloomes Bureau

v Email headers
v’ Any related documents
v’ Keep forwarding rules

NSCYBER



| REPORT

Qi Natonal Oyber Cyber ActionFraud

S atar eCurl y entre A National Fraud & Cyber Crime Reporting Centre

a part of GCHQ Wq re ""s"s actionfraud.police.uk "s"s"s
ncsc.gov.uk cyberaware.gov.uk

ALSO FOR

GET
_ ‘;--have i been pwned?
ONLINE

.Olg

Authy.or '
y.-org haveibeenpwned.com www.getsafeonline.org
citizens D
advice 7age UK
10 STOP FRAUD
\ [Norfolk
. COMMISSIONER (gainst
takefive-stopfraud.org.uk | friendsagainstscams.org.uk \\ %:?tl:l‘:rship

' POLICE @

NORFOLK & SUFFOLK
working r
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https://www.friendsagainstscams.org.uk/
https://www.citizensadvice.org.uk/consumer/scams/get-help-with-online-scams/
https://www.ageuk.org.uk/information-advice/money-legal/scams-fraud/#skipToContent
https://www.norfolk-pcc.gov.uk/services-we-provide/supporting-victims-and-protecting-the-vulnerable/scams-prevention-service/

As a result of this presentation will you be
reviewing your cyber security?

k@< CyberProtect@Norfolk.police.uk
, @NSCyberCrime

www norfolk.police.uk/advice/cybercrime

. smartsurvey.co.uk/s/Individual-NorfolkSuffolk2021
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