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PUBLIC

PUBLIC

PROTECTING YOUR COUNCIL, YOUR 
RESIDENTS AND YOURSELF FROM 

CYBERCRIME
Cyber Security Advisor - John Greenwood

= Thinking point.



NS Cyber Crime Unit

Cyber dependant crimes

• Pursue - Investigation

• Prevent - Stop Involvement 

• Protect - Increase Defence

• Prepare - Increase Resilience



Cyber Enabled

• 'traditional crimes', which 
can be increased in their 
scale or efficiency by use 
of computers / ICT

• Offences that can only be 
committed using a 
computer / ICT

Cyber Dependent

• Fraud / Credit card theft

• Investment Scams

• Romance Scams

• Malware (viruses, 
ransomware)

• Hacking



•Provides a single point of 
contact for individuals and 
organisations of all sizes in 
relation to cyber security

Stay connected.
Stay Cyber Aware.

Top Tips for Staff training

https://www.ncsc.gov.uk/collection/small-business-guide
https://www.ncsc.gov.uk/cyberaware/home
https://www.ncsc.gov.uk/blog-post/ncsc-cyber-security-training-for-staff-now-available
https://www.ncsc.gov.uk/collection/charity/resources
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Statistics…
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Norfolk 
Stats…



Attackers / Attacks

Ransomware

Hackers

Insider Threats

Phishing

Malware

Nation States

Account 

Compromise

Email 

Compromise

OOPS!

Accidental Malicious Data Loss

• Cyber Criminals

• Hacktivists

• Terrorists



PROTECTIVE SERVICES | CYBER, INTELLIGENCE AND SERIOUS CRIME

• Phishing
• Account /email compromise
• Malware - ransomware
• Insider threats



Social engineering

•Attackers attempt to trick users into doing 'the wrong 
thing'

Phishing SMShing Vishing

Phishing is the main cause of breaches -

45% of all the reports to the ICO.(ICO, 2019)

https://www.ncsc.gov.uk/report/weekly-threat-report-7th-february-2020


Phishing - general

• Disguise themselves as a trustworthy entity

• Aim is to make the user click a bad link or give away sensitive 
information

• Could contain legitimate links

• Image of text to trick filters

• Sense of urgency / threats

• Link to cloud documents

• Numbers can be spoofed

• Email addresses / web domains with typos are used

• Fake sites are used to harvest details
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Have you received a phishing email to 
your email account this year? 

In April (2020) Google (1.5 billion users) blocked 100 million 

phishing emails per day, a fifth of which related to COVID-19. (BBC)

https://www.bbc.co.uk/news/technology-52319093


•Targets high-level decision 
makers

Whaling

•Personalised to their targets

Spear phishing

•Emails sent en masse

Phishing

Targeted

Research Required

Personalised so more believable

Could be from:

• compromised internal 

account

Potentially followed up with call



Reel or Phish..



Reel or Phish..



Phishing – Tips for users

•Validate the other parties authenticity 

•Check email addresses

•Hover over links to check where they go

•Visit sites via known URL’s 

• Forward to the Suspicious Email Reporting Service –
report@phishing.gov.uk 

•Text messages can be reported by forwarding to 7726

As of 31st January 2021 the number of reports received stand 

at more than 4,500,000 with the removal of more than 30,000 

scams and 55,000 URLs.
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Do you / your organisation reuse 
passwords?

123456

qwerty 

password

abc123

1q2w3e4r5t

111111

qwerty123

superman
football

liverpool

password1 

monkey
qwerty1234



Account compromise example

Sign Up

Credential Stuffing
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Have your details ever been in a data 
breach? 

65% of people reuse passwords across multiple sites. 
(Google 2019)

You can check using

www.haveibeenpwned.com

https://services.google.com/fh/files/blogs/google_security_infographic.pdf


Top Tips

•Use strong, separate passwords 
✓THREE RANDOM WORDS - Then 
add complexity, numbers and 
special characters

•Use a password manager / save 
passwords in browser
•Use two-factor authentication (2FA)

PROTECT 
YOUR EMAIL



2 Factor Authentication (aka multi-factor, 2FA)

Something 

you know

****

PASSWORD 2FA
ACCOUNT 

ACCESS

Something 

you have

Cash Point

example

TreeChairFish67^

If both correct 
then access 

granted
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Do your use 2FA for your email? 

13% of people use the same password for all their accounts. (Google 2019)

https://services.google.com/fh/files/blogs/google_security_infographic.pdf


Malware - Malicious Software

•Software intentionally designed to cause 
damage to a device / system

•There are many different types of malware

Can be triggered by opening a file, email 
link or opening an attachment



Ransomware

Aim: Financial gain    

Target: Organisations/anyone

Locks files – targets file extensions

Can move across networks, connections and via Wi-Fi 

Can sit dormant to ensure backups are compromised

Data can be extracted from network prior to attack

Requires payment to gain unlock key
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Do you backup important data 
regularly?

Ransomware attacks in the UK increased by 80% in between August and 

October 2020. (ITPro, Oct 2020)

https://www.itpro.co.uk/security/ransomware/357353/uk-ransomware-attacks-increased-by-80-in-past-quarter


Ransomware Actions

•Make regular robust backups

•Prevent malware from getting on to your device

•Prevent malware from running on devices
• Disconnect any infected device from the network straight away

• Prepare for an incident
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Within your organisation do people  
only have limited access to data? 

Human error caused 90% of cyber data breaches in 2019 (CybSafe/ICO)

https://www.cybsafe.com/press-releases/human-error-to-blame-for-9-in-10-uk-cyber-data-breaches-in-2019/


Inside Threats

•Negligent

•Malicious

•Compromised

Staff are an organisations biggest strength and greatest weakness



Inside Threats Actions

•Training & awareness

•Encourage people to report anything suspicious. 

•No blame culture - to encourage reporting of 
accidental actions

• Limited access to data

•Use 2 factor authentication 



More Top Tips

•Update your devices

•Use anti-virus software

•Backup your most important data

(set to auto update)



Fraud

• COVID (vaccine, fines, payments)

• Investment Scams

• Romance Scams

• Courier Fraud

• TV Licencing

• Council Tax reduction

• Tech support scams

Phone Mobile Internet Letter Box Doorstep

53% of people over 65 have been targeted by scams

Only 5% of scams are reported 
(Friends Against Scams)

https://takefive-stopfraud.org.uk/
https://quiz.takefive-stopfraud.org.uk/
https://www.friendsagainstscams.org.uk/


NS Cyber as a resource

•Deliver Cyber Protect message & training

•Signpost and offer general cyber support and advice

• Lego Decisions and Disruptions roleplaying game to 
raise awareness of the importance of cyber security

Cyber Basics Review - in line with Cyber Essentials

Sponsors for CiSP – (Cyber Security Information Sharing 
Partnership) joint  industry and government knowledge initiative

https://www.cyberessentials.ncsc.gov.uk/
https://www.ncsc.gov.uk/section/keep-up-to-date/cisp


If you are a victim

•Report to Action Fraud

•Keep copies of / photos of:
✓Logs (server / access / email)
✓Email headers
✓Any related documents
✓Keep forwarding rules



ncsc.gov.uk cyberaware.gov.uk

REPORT

haveibeenpwned.com 

takefive-stopfraud.org.uk friendsagainstscams.org.uk

Authy.org

ALSO FOR

https://www.friendsagainstscams.org.uk/
https://www.citizensadvice.org.uk/consumer/scams/get-help-with-online-scams/
https://www.ageuk.org.uk/information-advice/money-legal/scams-fraud/#skipToContent
https://www.norfolk-pcc.gov.uk/services-we-provide/supporting-victims-and-protecting-the-vulnerable/scams-prevention-service/
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As a result of this presentation will you be 
reviewing your cyber security? 

CyberProtect@Norfolk.police.uk

norfolk.police.uk/advice/cybercrimeWWW

smartsurvey.co.uk/s/Individual-NorfolkSuffolk2021

@NSCyberCrime


